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1 Introduction into the Guide for configuring and working
with the Axis integration module

On the page:

Purpose of the
document (see page 4)
General information
about the Axis
integration

module (see page 4)

1.1 Purpose of the document

The Guide for configuring and working with the Axis integration module is a reference and information manual
and is intended for configuration specialists of the Axis integration module. This module is a part of the
access control system (ACS) implemented on the basis of ACFA.

The Guide has the following information:

1. General information about the Axis integration module.
2. Adding the Axis integration module.

3. Configuring the Axis integration module.

4

Working with the Axis integration module.

1.2 General information about the Axis integration module

The Axis integration module is a part of the ACS implemented on the basis of ACFA and is used to perform
the following functions:

1. Configuration of the Axis ACS (manufacturer—Axis Communications AB).

2. Providing interaction of the Axis ACS with ACFA (monitoring, control).

() Note \
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For detailed information about the Axis ACS, see the official reference documentation for
this system.

Before configuring the Axis integration module, you must do the following:

1. Install the Axis hardware on the protected facility (see the Axis official reference documentation).

2. Connect the Axis hardware to the Axxon One Server (see the Axis official reference documentation).
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2 Supported software and licensing of the Axis integration
module

Name of the integration module AXIS: A1007 (see page 4)

Integrated software, hardware Axis A1001

Functionality Monitoring, control

Licensing Per each access point (ACFAReader)
Information on manufacturer Axis Communications AB

Address: Schweden, Lund,
Granden 1, SE-223 69 Lund

Phone: +46 46 272 18 00
Fax: +46 46 13 61 30

Website; www.axis.com’

Type of integration API
Hardware connection interface Ethernet
ACFA version 2.02

1 https://www.axis.com/
2 https://docs.axxonsoft.com/confluence/display/AxACFAT0EN/ACFA+2.0+Release+Notes
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3 Adding the Axis integration module

To add the Axis integration module to the system, do the following:

1. Add the device to the system manually using the IP Device Discovery Wizard (see Searching, adding,

configuring and removing IP devices?).

Detection Tools ~ Programming ~ Users  Options System log CRU/Net: 219%/0% 2127130 FM m 0 Exit

Add device...
Default
=g TEST : :
| [ @§1.Camera m | Unsupported devices Parameters of adding devicas
| -@j2cCamera [H] | mManually supperted devices Start with default setti
e | y supp - with default settings
% b BE8 v/ rully supported devices ® Keep current settings
[ E e Devices found (0): Fitesl | Startwith parameters | Virtual Virtual several strear - | Add all
i 4 Crea :
& Unallocated servers Add device manually:
|P address Port  Vendor Usemame Bind to the archive 1D Latitude: Longitude:
127.001 0 = g 3 |40 Jie i |
Device type Model Password Recording Name Azimuth
5o | ey C— .

2. From the Device type drop-down list, select the ACFA device.

3. From the Vendor drop-down list, select Axis. In the Model field, the Entry Manager model will be

selected by default.

4. Click the button.

As a result, the Axis integration module will be displayed in the hardware tree.

Archive Det: on Tools Programming Users Options

=8 Default ~ Object identification

E & FaTEST Enable Yes
+-@§ 1.Camera Short name 1

8§ 2.Camera Name Axis

3.Camera v Object features

a 0.Export agent Manufacturer Axis
Maodel Entry Manager

& Add device... Firmware 1.0.0

g Create... Type Axis
- Unallocated servers v Other

Address 25.10.8.113
Login root
Port 12768
Password ke e e

Object identification

EETEND T

3 https://docs.axxonsoft.com/confluence/display/one20en/Searching%2C+adding%2C+configuring+and+removing+IP+devices
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4 Configuring the object of the Axis integration module

To configure the object of the Axis integration module, do the following:

1.

o M w0 DN

Go to the settings panel of the Axis object.

oals Programming Users

0ofo
= .! Default ~ Object identification
S FaTesT Enable Yes
@ L.Camera Short name 1
* @4 2.Camera es Axis
@4 3.Camera v Object features
a 0.Export agant Manufacturer Axis
M 1.Axis Model Entry Manager
:‘@de... Firmware 1.0.0
iy Create... Type Axis
& Unallacated servers v Other
Address  25.10.8.07
Login - root
Port 7 456
Password 7 root
Object identification

- EETENG

In the Address field, specify the IP address of the Axis device.
In the Login field, specify the username to connect to the Axis device. By default, the login is root.
In the Port field, specify the number of the port to connect to the Axis device.

In the Password field, specify the password to connect to the Axis device. By default, the password
is root.

Click the ;’ button and select Download configuration from the drop-down list to automatically
download the configuration and build the hardware tree.

Click the Apply button.
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Conﬁguratlon of the Axis integration module is complete. As a result, a hardware tree will be built.
|| ~]~] oofo

CF I! Default

= I:! DESKTOP
----- E 0.Export agent

r_j 1B 1.Axis

= jﬂ 1.0.Config_controller_test
= @ 1.0.0.doorl_test
' E| ﬁ 1.0.0.0.Access point
~.+1} 1.0.0.0.0.Reader Entrance
ﬁ 1.0.0.1.Access point
~-+1} 1.0.0.1.0.REX Exit
z---@ 1.0.1.door2_test
Eﬁ 1.0.1.0.Access point
. .+1) 1.0.1.0.0.REX Exit
ﬁ 1.0.1.1.Access point
~-+1} 1.0.1.1.0.Reader Entrance
----- @, Add device...
----- 4 Create...
----- Unallocated servers

Groups | m :

4.1 Configuring the access point of the Axis integration module
To configure the Axis access point object of the Axis integration module, do the following:

1. Go to the settings panel of the Axis access point object that is created automatically after
you download the configuration on the basis of the Axis object (see Configuring the object of the Axis
integration module (see page 8)).

&
) Programming ~ Users  Options n log CPU/Net: 1 % 10:31:08 AM m (D Exit
1.0.0.1.Access point
~ Object identification
(=] h DESKTOP-28RDEBSI Short name 21 =
433 0.Export agent Name Access point
- 1.Axis v Object features
i=)-{=} 1.0.Config_controller_test Type Access point
: @wodoori he v Other
1.0.0 o Direction in
t a1} 1.0 er Entrance Region In
ﬂ 1.0.0.1.Access point Region Out
* =) 1.0.0.1.0.REX Exit
1.0.1.door2_test
= 1.0.1.0.Access point
* +1) 1.0.1.0.0.REX Exit
=@ 1.0.1.1.Access point
+1} 1.0.1.1.0.Reader Entrance
@&, Add device...
'3 Create...
@ Unallocated servers
Name
Object name.
e we |

2. From the Region In drop-down list, select the region on the exit side of the access point.
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3. From the Region Out drop-down list, select the region on the entry side of the access point.
4. Click the Apply button to save the settings.

Configuration of the Axis access point object of the Axis integration module is complete.
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5 Working with the Axis integration module

5.1 General information about working with the Axis integration
module

The Map, Equipment Board and Macro interface objects are used to work with the Axis integration module.

For the information on configuring these interface objects, see Configuring the interactive map? Configuring
an Equipment Board® and Programming®.

For the information on working with these interface objects, see Working with the interactive map’, Working
with Equipment Board® and Macros control®.

5.2 Configuring macros when working with the Axis integration
module

@ Macros control™®

Programming’’

When working with the Axis integration module, you can configure a macro that will trigger when an event is
received from Axis.

When configuring a macro, you must select a specific object of the Axis integration module.

4 https://docs.axxonsoft.com/confluence/display/one20en/Configuring+the+interactive+map

5 https://docs.axxonsoft.com/confluence/display/one20en/Configuring+an+Equipment+Board
6 https://docs.axxonsoft.com/confluence/display/one20en/Programming

7 https://docs.axxonsoft.com/confluence/display/one20en/Working+with+the+interactive+map
8 https://docs.axxonsoft.com/confluence/display/one20en/Working+with+Equipment+Board

9 https://docs.axxonsoft.com/confluence/display/one20en/Macros+control

10 https://docs.axxonsoft.com/confluence/display/one20en/Macros+control

11 https://docs.axxonsoft.com/confluence/display/one20en/Programming
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Example of a configured macro:

I acrocommand

Start conditions

Default: 2. Ernulata

Start conditions Default: 2.Emulator ACFA: 2.1.5ensor 1

Event EAELRL 84 Parameter [l

Add event filter

ACFA: Execute action

Default: 1 1.0, Config_controller 1 1.0,0,doorl_test

Component Default: 1.Axis: 1.0.Config_controller_test: 1.0.0. doorl_test

Action

5.3 Managing the object of the Axis integration module

You cannot manage the object of the Axis integration module in the Map and Equipment Board interface
objects.

The object of the Axis integration module can have the following states:

- Connected

q} Disconnected

5.4 Managing the controller of the Axis integration module

You cannot manage the controller of the Axis integration module in the Map and Equipment Board interface
objects.

The Axis controller object can have the following states:

Normal

Working with the Axis integration module—- 12



ACFA (english) — Guide for configuring and working with the AXIS A1001 integration module

Unknown

5.5 Managing the door of the Axis integration module

You can manage the door of the Axis integration module in the Map and Equipment Board interface objects
using the menu of the Axis door object. To display the menu of the Axis door object, right-click the required
object. Commands to manage the door of the Axis integration module are described in the table:

Menu Function

command

Lock open Open the lock

Lock down Lock the door, the device ignores other actions until the Lock down release command is
called, the door is set to the Locked state

Access Give users instant access to the door, the door is set to the Accessed state

Unlock Unlock the door, the door is set to the Unlocked state

Release Release the door

Lock down Unlock the door by switching it from the Locked state to the previous/next state, usually

release the Locked down state

Access on Give a user a temporary access, which is determined by the settings

time

Lock open Open and unlock the door

release

Lock Close the door, the door is usually set to the Locked state

Double lock Used to securely lock the door, the door is set to the Double locked state. If the door has
an additional lock, it must also be locked

Block Lock the door and prevent instant access to the door, the door is set to the Blocked
state

Working with the Axis integration module—- 13
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The Axis door object of the Axis integration module can have the following states:

& Unknown
% Locked
‘E Unlocked
IA Accessed
Blocked

Locked down

Locked open

Double locked

Door unknown

Door open

Door closed

Door fault

FEREERa2RAA

Working with the Axis integration module— 14



ACFA (english) — Guide for configuring and working with the AXIS A1001 integration module

Lock unknown

Lock locked

Lock unlocked

Lock fault

Doublelock unknown

Doublelock locked

Doublelock unlocked

Doublelock fault

EEAE®E®EES

Alarm normal

Door forced open

Door open too long

5.6 Managing the access point of the Axis integration module

You cannot manage the access point of the Axis integration module in the Map and Equipment
Board interface objects.

The Axis access point object of the Axis integration module can have the following states:
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5 Normal
5 Disable
m Unknown

5.7 Managing the reader of the Axis integration module

You cannot manage the reader of the Axis integration module in the Map and Equipment Board interface
objects.
The Axis reader object of the Axis integration module can have the following states:

b Normal
& Unknown
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